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1.0 INTRODUCTION

Since 1956 the Albuquerque Operations Office (AL) has played a prominent role in the research,
design, manufacture and transportation of nuclear wegpons. The classified nature of this work has
demanded the implementation of forma security procedures and requirements. Higtoricaly, security
work has been implemented using a “top-down” gpproach with security requirements led and directed
by the AL Safeguards and Security (S&S) divisons. Recent incidents a Nationd Nuclear Security
Adminigration (NNSA) facilities have caused NNSA and the U.S. Department of Energy (DOE) to
review how security is being implemented at their facilities. 1t has been discovered that this top-down
gpproach to security did not ensure that employees at dl levels — both contractor and Federal —
understood and took ownership of ther individua respongbility for integrating security into their work
practices. NNSA therefore chalenged its Federa managersto agreeto a set of principlesand a
methodology to promote individual ownership and improvement of security performance a al
DOE/NNSA facilities and thereby increase the level of protection provided. This resulted in the
development of an Integrated Safeguards and Security Management (1ISSM) system for DOE. ISSM is
not a standard but a set of principles and aforma methodology that isthe basis of integrated
management of security in al work practices at dl levelsby dl AL employees. In developing ISSM,
DOE drew heavily upon asmilar program, the Integrated Safety Management (1ISM) system.
However, ISSM is not creating a new “program” but rather weaving together existing programsinto a
“system” that has at its foundation persond responsibility, and including security in al work practices.

With the issuance of DOE Policy, 470.1, Integrated Safeguards and Security Management, DOE
edablished aforma framework for the implementation of 1ISSM a dl of itsfacilities. When fully
implemented ISSM will help each employee, and thereby AL as an organization, improve its security
performance. Thisframework, when fully employed, will enable each employee to redize improved
security performance and continuous improvement.

The overarching god of ISSM isrdatively smple: effective understanding and implementation of
safeguards and security requirements by al AL employeesto enable this organization to Strive for the
god of 100 percent compliance, 100 percent of the time.

20 PURPOSE

The purpose of this plan isto define and establish the processes that will be used to develop and
implement an effective, compliant, and integrated 1ISSM system for AL facilities, programs, and
projects. Through the execution of this program plan, an ISSM system will be developed and
implemented to:

» Communicate AL’slong-term godls, objectives, and philosophies for informing and involving the
AL géff in the implementation of 1SSM;

» Define how 1SSM will be implemented at AL ; and
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* Provide an over-arching framework to support the accomplishment of AL’s ISSM gods and
objectives.

3.0 ISSM Guiding Principles

The guiding principles' presented below are the fundamental policies that will guide AL actions, from
development of safeguards and security directives to performance of work.

Individua Responsibility and Participation Each individud is directly responsible for following
security requirements, and contributing to secure missions and workplaces.

Line Management Responsibility for Safequards and Security. Line management isdirectly
responsible for the protection of the DOE assets. Appropriate risk analysisis performed prior
to work being authorized. Residud risk must be accepted by line management and controls
must be in place and verified prior to authorization of operations.

Clear Roles and Respongihilities. Clear and unambiguous lines of authority and responsibility for
ensuring safeguards and security must be established and maintained at dl organizationa levels
within the Department and its contractors.

Competence Commensurate with Responsibilities. Individuals must possess the experience,
knowledge, skills, and abilities that are necessary to fulfill their security responsibilities.

Baanced Priorities. Resources must be effectively dlocated to address safeguards and security,
programmatic, and operationa considerations, redlizing that achieving programmeétic goasisa
significant component of achieving safeguards and security. Protecting the DOE assets must be a
priority whenever activities are planned and performed.

Identification of Safeguards and Security Standards and Requirements. Before work is
performed, the associated risk must be eval uated and an agreed-upon set of safeguards and
security standards and requirements shall be established which that, if properly implemented, will
provide appropriate assurance that DOE assets the worker, the public, and the environment are
protected from adverse consequences.

Tailoring of Protection Strategies to Work Being Performed. Adminigtrative and engineering
controls to prevent and mitigate risk must be tailored to the work being performed.

40 ROLES AND RESPONSIBILITIES

4.1 Albuguerque Operations Office — ISSM Coordination Team.
» Promote teamwork among DOE/NNSA personnd at Sites, project offices, and program
offices to achieve ISSM system goals and objectives;
» Coordinate ISSM activitiesfor AL divisons and program offices to ensure ISSM is
consstently implemented throughout the AL Operations Office;
» Searveasaresource and information clearinghouse by sharing the benefits, experience, and
innovative programs among interested and affected parties;

1 U.S. Department of Energy Policy 470.1, Integrated Safeguards and Security Management (1ISSM)
Policy, dated May 8, 2001.
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4.2

4.3

12/12/01

Work with DOE-Headquarters Program Offices to avoid imposition of unreasonable
demands,

Deveop and implement communication vehicles that encourage feedback including the
sharing of lessons learned with al AL employees, supervisors, and managers;

Provide security assstance, including on-the-job training, desk-top procedures, and
contributing to the DOE/NNSA 1SSM website, and providing alink on the AL Intranet by
which AL employees can provide feedback;

Assst AL organizationsin performing sdf- assessments; and

Continualy evauate the effectiveness of the AL 1ISSM system and promote continuous
improvemen.

AL Employees

>

Integrate security, using the 1ISSM five-step process, into their day-to-day work processes,
and help colleagues do the same, by identifying the work processes and determining if
security isafactor inthe process. If it is, then they discuss how to make sure security is
being effectively addressed;

Promote security awareness, indluding actively sharing lessons learned with their colleagues;
Provide input and feedback onthe AL 1SSM system & its inception and throughout its life-
cycle

Seek help from AL security professonds as required to integrate security into their day-to-
day work processes; and

Participate in salf-assessments and other measurement methodol ogies, including the
development of effective corrective actions.

AL Managers and Supervisors

>

>

>

Demondrate their commitment to 1ISSM by communicating and using the ISSM guiding
principles and five-step process in al work and work assigned to subordinates,

Ensure that security and 1SSM principles, values, and processes are fully understood and
practiced within their programs and projects;

Promote security awareness,

Solicit assstance from AL security professonds as required to implement gpplicable
Security requirements into work practices,

Actively support security self-assessments and other measurement measures to improve
security a AL and within the AL community; and

Provide the necessary human, information, systems, and financia resources required for
viable security procedures and programs.



4.4 AL Mission Council

Serves as the management body to provide periodic reviews of the AL 1ISSM system;
Reviews the quarterly ISSM status reports and an annual report and provides feedback;
Reviews and approves dl ISSM godss, objectives and targets,

Provides leadership and guidance to AL to ensure that the ISSM system promotes the
integration of security into al AL work activities,

Ensures that roles and responsibilities are clear for the implementation of ISSM a AL ; and
Provides the necessary human, information, systems, and financid resources required for
viable security procedures and programs.

YV VY

vV VY

5.0 SCOPE

ISSM will be the single security management system that establishes the framework for integrating
security into work practices for al people performing work a AL, no matter who employs them. ISSM
requires that al work and al workers meet defined security requirements. Once ISSM isfully
implemented at AL, every worker will be aware of the security requirements and vulnerabilities
associated with their work and workplace, and have confidence in their mitigation. This includes being
able to respond positively and confidently to the following questions:

» Areyour work and workplace secure?

» How do you know?

> Do you know the security requirements governing your work/workplace and how they are
being met?

» Do you know the security vulnerabilitiesin your work/workplace as they gpply to your specific
work and whether controls are sufficient to mitigate them?

At AL, ISSM will be implemented in four separate phases which are presented below. This gpproach
will provide for a measured, systematic implementation of 1SSM in support of AL’s vitd nationd
security misson. AL employee ownership, participation, awareness, and feedback are essentia
elements to each phase.

5.1 Phasel-Where are We Now? (Months One - Three)
Phase | will focus on the AL-wide rollout, development, and initid implementation of ISSM. Emphasis
will be placed on management commitment and employee participation in order to achieve ownership of
this sysem by dl employees. Although similar to ISM, ISSM is different and it is important that each
employee a AL understand these differences. 1SSM will be “formdly” launched a AL by:
> Sending aletter from the AL Manager forwarding the brief overview pamphlet ectronicaly
todl AL employees.
> Appointment of a“Technica Champion.” Line ownership of ISSM will be key to the
success of thissysem. Therefore, having the AL Manager formally gppointing a“ Technical
Champion” for ISSM will be an important step in the acceptance of this system by AL
employees and ensuring that ISSM is gpplied to al work;
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» Holding focus group discussions with selected AL employees who are representative of the
entire AL workforce to identify issues and specific actions that should be taken to improve
security at AL. Key issuesthat will be discussed include:

Do you know the security requirements that apply to your job?

What role should management play in implementing ISSM?

Have you been adequatdly trained to carryout your security responsbilities?

Wha, if anything is preventing you from fulfilling your security responghbilities?

How can we effectively inform and involve al AL employeesin the implementation of

ISSM?

v How should we measure our success in implementing ISSM?

» Conducting interviews with key management representatives to gain their input on what
needs to be improved and how to better involve AL employeesin the implementation of
ISSM; and

> Sending knowledge tests to selected AL employeesto gather data on where security
performance and awareness needs to be improved. Results will be anonymous and the
short test will be structured around what the “ average’” AL employee needs to know in
order to carry out their security respongibilities.

AN NI NI NN

Employees sdlected or identified for these discussons aso will be contacted throughout the year to
obtain one-on-one feedback on ISSM implementation.

5.2 Phasell-Where Are We Going? (Month Three)

The results of the focus group discussions, management interviews, knowledge tests, and AL Intranet
feedback will be used to establish the ISSM system objectives and targets for the first year of
implementation.

5.3 Phaselll - ISSM Implementation (Months Three — Twelve)

The implementation methodologies identified for increasing security awareness will kegp employees and
management informed and involved in the development and implementation of ISSM a AL. Attached
to this Program Plan is a proposed caendar listing of events that will take place during the first Six-
months of implementation. This liting contains both communication methodologies and activities thet
are proposed at thistime. After the conduct of the management interviews and employee focus group
discussions, additiona activitieswill be added to cover the second sx-months of implementation and the
listed events may be atered and timing changed in order to implement the actions and concerns voiced
by AL employees.

Implementation activities are expected to change each year in order to address the ever-evolving gods,
targets and objectives. Upon completion, thislisting of activities and the ISSM gods, targets, and
objectives will be sent to AL Misson Council for review, approval and acceptance asthe overdl
direction for the AL I1ISSM system.

5.3 Phase IV - Management Review

12/12/01 7



Management reviews are key to ensuring the overdl *heath” and continua integration of security into dl
aspects of the AL misson. They aso are required in order to ensure that the AL 1SSM system
continues to meet AL’s organizationa needs over time. As this system isimplemented, it may become
gpparent that certain activities that were put into action during the first year of implementation, are no
longer need to meet AL’ soverdl ISSM goas. Management reviews therefore, will dso offer agreat
opportunity for AL to keep its ISSM system efficient and cost-€effective.

The AL Misson Council will serve as the management body to provide periodic reviews of the AL
ISSM system. The ISSM Coordinator will send quarterly status reports and an annual report to the
Mission Council in order to kegp them informed on the implementation of the AL 1SSM system.
Changes to the ISSM system or issues that AL Management wants to be addressed will be noted and
tracked. Additionaly, any decisons regarding the AL ISSM system made by the Mission Council will
be noted inthe AL ISSM system documentation. The frequency of reporting may change subsequent
to the management interviews that will be performed during Phase | or after the first year of
implementation.

Quedtions that may be discussed during AL 1SSM system Management Reviews may include:
> Arewe achieving our objectives and targets? If not, why not and should the objectives be
modified?
Areroles and responsihilities clear and do they make sense?
Are the right resources being applied?
|s there adequate monitoring of this system?
Are employee concerns being identified and addressed?
Isthe AL community truly integrating security into al aspects of itswork?
Isthe AL ISSM system assigting AL in integrating security into al aspects of the AL mission?

YVVVYVVYYVY

6.0 PARTNERING FOR SUCCESS

ISSM success is dependent on teamwork among al employees, managers, and security professonds at
AL. Teamwork is dependent on effective communications and clear understanding of what is expected.
Employees must be empowered to improve security, and provide input on requirements. Thisis done
mogt effectively a aloca level and rdies heavily on trust and a belief that suggestions for improvement
will beheard. Therefore, it isimperative to implement forma and informa communication
methodologies. Proposed communication and implementation methodol ogies and activities are
delinested below.

6.1 Fact Sheets

Fact sheets are a brief summary of adminigtrative and/or technica information that are used to inform the
public about avariety of topicsthat may include (1) proposed DOE actions, projects, or programs; (2)
the status and findings of ISSM data gathering activities, (3) release of new security requirements. They
present technica and/or procedura information in aformat that uses clean and understandable language.
They can vary in length and complexity from smple two- page documents to ten-page documents
complete with graphic illustrations and glossaries.
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Fact sheets are an excellent way in which to facilitate employee understanding by summarizing
information contained in complex security orders and manuas in amanner that will promote employee
understanding and compliance. Formatting techniques and graphics will be used to make fact sheets
more interesting and easy to read. Fact sheets can be produced relatively inexpensvely and are easy to
digtribute. Fact sheets can dso be taillored to meet specific information needs identified through
feedback.

6.2  Graphical Identity
A graphica identity will be developed so that dl ISSM materids will have the same look and fed. This
will increase the ready identification of ISSM materids by AL employees.

6.3 E-Mail Lists

The ISSM Implementation Team will usethe AL e-mail system to communicate with AL employees,
management and other AL Complex ISSM coordinators and teams. E-mail ligts of individudswanting
to be kept informed and involved will be developed to facilitate quick communication.

6.4 Small Group Security Awareness Meetings

Large security education meetings and seminars are not as effective asthey could be. All too often,
employees come to these meetings and are able to checkout because they do not identify with the topic
and are not engaged in the meeting. To increase the effectiveness of AL security awareness,
educationa endeavors will be held in smdler venues such as team, branch, and divison meetings. This
will alow the security awareness materids to be tailored to meet the needs of each organization.
Additionaly, this format will encourage employeesto ask questions and become more involved, thus
increasng the leve of understanding by al employees.

6.5 Management Interviews

Management interviews are informd, face-to-face or telephone interviews held with AL managersto
acquire information on citizen concerns and attitudes about the DOE, NNSA, and AL S& S program.
Informetion obtained through these interviews will be used to assess the AL community’s concerns and
information needs and to prepare effective communication methodol ogies and respond to the concerns
and issues identified in the interview process.

6.6 Desk-top Procedures

To ensure that security is properly integrated into all AL work activities; certain operations and activities
must be addressed through written procedures. DOE/NNSA has amyriad number of security
requirements that are presented in alarge number of DOE orders, policies, manuas, and guides. These
documents are complex in nature and it is not reasonable or prudent to expect the “average’ AL
employee to read through them and be able to trandate how they apply to their day-to-day work
assgnments. Therefore, the AL 1SSM Team will work with the AL community to identify those
stuations or work practices that need to be controlled by documented proceduresin order to ensure
compliance with DOE requirements. Once the procedures are identified, a succinct verson will be
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developed and distributed to all AL employees as a desktop procedure. Additiondly, these procedures
will be posted onthe AL Intranet.

6.7 DOE/NNSA ISSM Website

Society today isin trangtion from relying on the maingtay of static analog mediato learning to use one
that isdigitaly- based, information rich, and much more adept at communicating complex ideas through
imagery and interactive displays of information. To that end, many organizations are communicating
messages clearly, smply, and quickly through interna websites.

Historic events, past communication practices and the events of the past year have al worked
synergigticaly to shape current employees opinions about security. Partnering is the key to the future
success of integrating security into al work. Building understanding and consensus for security
requirements among security stakeholders requires open communications that promote the dissemination
of project information in amanner and form that enables each person to understand their responsibility
inimplementing ISSM throughout DOE/NNSA. A website will support effective information sharing
and consensus building using avariety of sandard website tools and techniques. A link to the
NNSA/DOE ISSM website will be posted on the AL Intranet.

Overview of Proposed Features
Presented below are features that are commonly use in websites and have been proposed for the
DOE/NNSA website.

» About |SSM - Hisgtory of ISSM, Charter - Why isit necessary? What are the main tenants? | SSM
Policy

» What's New - This section updates visitors to the website on what portions of the site contains
new information. Within each item thereis alink to the new section.

» |SSM News - Newdetters, news articles, fact sheets, posters, flyers, quarterly reports, and annua
reports

» |SSM Tools — Ste Spotlight, Where to Start, Gap Andysis Methodol ogies, Measuring and
Monitoring, Raisng Awareness, and Project Plans

» Frequently Asked Questions - Thisfeatureisalisting of commonly asked questions and officidly
approved responses.

» Ask the Security Wizard - An e-mall form that alows people to submit questions directly to
ISSM and/or S& S experts.

» Feedback - Ane-mail form that dlows peopleto tell the ISSM Implementation team how well they
are communicating with the public.

» Slide Show Presentations- Any dide show that is presented on ISSM will be posted on the web
—dlowing dl AL employeesto gain information about whet is hgppening without attending each
dide show. Tools such as Microsoft PowerPoint aswell as HTML editing programs will be used to
convert or prepare any presentation to the web. This gives citizens who missed public meetings the
opportunity to review what was presented by the project team.

» Related Links - Linksto other websites of interest.
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» Future- Discusson Forums - Online discussion forum agpplication provides away for employees
to discussissues that are of importance to them from the comfort and convenience of their own
office. Thisfeature dlows individuasto swap information and continualy draws them back to the
gte.

» Future- Subscription Services- The chalengein any web project isto keep vistors coming
back. Content hasto be fresh and visitors need to be informed of the latest updates. Through an
automated subscription service, vigtors can Sgn up to be notified viae-mall every timeapageis
updated or added to the Site or about updates to only those sections to which they have
subscriptions. At any time, users can eadly cancd or modify their subscription choices or e-mall
informetion.

6.8 Checking and Corrective Actions

Measuring and monitoring 1ISSM system effectivenessisintegrd to: (1) assessing the effectiveness of
AL security performance; (2) analyzing the root cause of security problems; (3) identifying areas where
corrective action is needed; and (4) improving overal system performance and increasing efficiency. In
short, monitoring the performance of the security sysemsin place at AL will assst AL management and
employees in managing our business better.

Measuring and monitoring system effectiveness can be aresource intensve effort. 1t is therefore
important that exigting reporting systems be used to maximum extent possible. These sysemsinclude
the annud sdif-assessment (see below); reports of security incidents and infractions; and externd audits.
These measurement systems will be viewed from a* system” perspective and additional measurement
and monitoring systems will be added only as required to assess ISSM system performance.

ISSM implementation will shift theway in which AL has traditiondly performed its security busness.
Higtoricdly, dl measurement of security system effectiveness was performed by externd organizations
that performed periodic independent audits which verified systlem conformance with DOE Orders.
Under 1SSM, emphasiswill be placed on frequent, ongoing performance assessments that will be
performed by the line organizations. Each branch, divison, and assstant manager will be asked to
identify any and dl areas of noncompliance with DOE/NNSA Orders or other regulatory requirements.
The AL ISSM Coordination Team will provide them with worksheets to assst them in this task.
Individua group assessments will be consolidated into a master liging. Thislisting will be assessed to
determine how many of these ingtances of noncompliance are sand-aone and how may indicate
system-wide noncompliance. Accordingly, corrective action will be focused to address the specific
needs of each organization aswell AL asawhole.

DOE Order 470.1, Safeguards and Security Program requires each organization to perform an
annua sdf-assessment to provide for interna monitoring of compliance and performance with
DOE/NNSA/AL security requirements. Higtorically the AL Safeguards and Physical Security’ s Internd
Security Branch has performed these sdlf-assessments. Under 1SS, each individua and division will
take “ownership” for implementing applicable security procedures and practices. The AL Internd
Security Branch will leed the AL sdlf-assessment effort for the upcoming calendar year. However, each
AL divison with security interests shdl perform an annual saf-assessment as to how well they are
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implementing DOE security requirements that apply to their work. As requested, the AL Safeguards
and Physicd Security Divison's Internd Security Branch will assst the divisonsin this endeavor and
worksheets will be provided to asss the divisons and program offices in the assessment. AL-wide
functions such as security awareness, physical security (e.g., visitor control, badge and pass, fencing,
posting, lock and key, lighting, protective force operations) will continue to be assessed by AL Internd
Security Branch. The results of these assessments will be rolled-up into asingle report. This sdif-
assessment report will be akey indicator of the success of ISSM. Therefore, the results of this effort
will be reported to AL Mission Council as a part of the quarterly and annua 1SSM status reports.

6.9 Knowledge Tests

Periodicaly knowledge tests will be sent to selected employees who are representative of the AL
community to gather data on how well security awareness campaigns are educating AL employeeson
their security responsibilities. The short tests will be structured around what an “average’ AL employee
needs to understand in order to integrate security into their day-to- day activities. Test results will be
kept anonymous.
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What Will Be Done Month One Month Two Month Three Month Four Month Five Month Six

Data Gathering Focus Group Focus Group

Discussions Discussions

Management Management

Interviews Interviews

AL Internet Analyzeresults

Website Suggestion and adjust ISSM

Box Program Plan

Suggestion Boxes

at Guard Gates
Compliance Review of Survey Analyze results Development of Management v' Division Self
Assessment Findings and adjust ISSM Self Assessment Review and Assessments

Employee Program Plan Guide for AL Approval of Self

Knowledge Survey Divisions Assessment

Guides

ISSM Goals, v' Establish specific

Objectives and goals, targets and

Targets objectives
v' Notify all

employees of
goals, targets and
objectives.
Communications/ Issue ISSM Design and v' Atrticlein new Push electronic Articlein new v" Push electronic
Security Awareness Pamphl et populate electronic AL Security Fact electronic AL Security Fact
Articlein new Security/ISSM News Sheet by e-mail News. Sheet by e-mail to
electronic AL Website v' Launch toall AL Update website al AL employees.
News Security Fact Security/| SSM employees. Publish Fact v' Update website.
Sheet Website Update website Sheet on Security
v' Develop security Print and issue Tipsfor the
rules for the security rules for Home during the
desktop for all AL the desktop. Holiday Season.
employees. Post desktop
guide(s) on
website.
Measurement and Review input from Review input v' Review input from Publish articlein Review input v' Review input from
Feedback employees from employees employees Website progress from employees employees
suggestion box on suggestion box on suggestion box on made in suggestion box on suggestion box on
the AL Internet. the AL Internet. the AL Internet. implementing the AL Internet. the AL Internet.
ISSM.

Reporting Quarterly report to AL Quarterly report to AL
management on management on |SSM
progress of |ISSM implementation
implementation. progress.

Management Appoint ISSM Review ISSM

Feedback POC & Technical Quarterly Report

Champion for AL. and provide




v' Provideinput to feedback to
focus group and employees and
interviews. Implementation

Team.
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