Attachment 3


ISSM ELEMENTS TABLE

The following metrics could indicate that "ISSM is in place."  "In place" is defined as these four elements.

ELEMENTS
PROOF OF ISSM
PERFORMANCE MEASUREMENT EXAMPLE

Element 1: 

DOE and contractor organizations have established and are maintaining agreed-upon sets of applicable safeguards and security requirements.  The DOE Head of Contracting Activity (HCA, or Contracting Officer) has incorporated agreed-upon sets of requirements into contracts.  DOE and contractor organizations have demonstrated they have in place a defined functional, change control infrastructure to maintain the applicable safeguards and security requirements.
· ISSM policy applies to all DOE federal offices.

· ISSM policy language has been placed into site contracts or equivalent (e.g., operating requirements, or list of applicable DOE orders for the site designated by contracting officer).


· Contract language.

· Applicable list of DOE orders for site includes ISSM policy.

Element 2: 

DOE and contractor organizations have self-assessed their ISSM system, using ISSM expectations and attributes (i.e., ISSM Guide, etc.) to determine the status of implementation.  Implementation gaps are identified and addressed.
· DOE and contractors have conducted self-assessments against the ISSM principles, have identified gaps, and corrective actions.  


· Self-assessments, audits, corrective actions, identified gaps against ISSM Guide.

· Resolution of findings.

· Verification of gap closures, e.g., length of time to close.

Element 3: 

DOE line oversight programs are in place.  DOE organizations have developed and implemented a documented functional line oversight program for evaluating performance relative to ISSM principles and functions.
· DOE organizations have established an oversight program.
· Use ISM examples.

Element 4: 

DOE and contractor organizations have deployed ISSM awareness and feedback mechanisms at all worker levels. 
· Security Education includes ISSM principles and logos.

· ISSM Points of Contact are identified in line organizations or focus groups are used.

· Security Hotline is established and operational.

· ISSM email accounts are established and operational.

· Web Site presence is established and operational.

· Poster program is established and functioning.  
· Number of hits on Web page.

· Random surveys of associates.

· Points of Contact/focus groups survey results.

· Posters are placed in high traffic areas and are changed regularly.

· ISSM Awareness fliers attached to payroll documents for each individual.
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