Attachment 4


Security Program Metrics

1
ISSM Performance Metrics

a. Performance metrics are designed to: (1) indicate how effectively ISSM is being implemented throughout the DOE complex, (2) act as "aim" points to drive "good" behavior, and (3) evolve as the state of ISSM changes. Metrics are intended for both DOE and contractor activities. ISSM performance metrics are combinations of process, leading, lagging and behavioral indicators. 

1.1
Process Indicators

a. Description - These indicate the extent to which DOE and its contractors have put ISSM framework elements "in place."  They are typically linked to milestones in program implementation.  

Items measured at each milestone include the number and percentage complete. Further, the aging of overdue items is included for 30, 60 and 90 days.  This helps focus management's attention on the priority of implementation.

Since the objective is to integrate ISSM attributes into existing processes and plans, metrics should be tied to the maintenance of specific security basis documents such as Site Safeguards and Security Plans, Site Security Plans and Computer Security Protection Plans.

b. Benefits -Illustrate progress in achieving significant implementation milestones.  The aging also illustrates where management has not given appropriate priority to implementing ISSM.

1.2 
Leading Indicators

a. Description - Leading indicators illustrate areas that are precursors to successful performance.  Tracking successful completion of action plan milestones including actions related to training and management walkthroughs  (management walking work areas; they demonstrate management interest and involvement, and are generally supported with checklists or other material to make the walkthroughs productive) are important during both the start-up and steady state.

b. Benefits - The benefits of these metrics are that they typically lead behavior.  Management and worker involvement are key to changing and maintaining improved cultures.

1.3
Lagging Indicators

a. Description - Lagging indicators are typically outcome oriented such as incident rates or infractions. These are typically the indicators that would be reviewed by management and would also be used by oversight organizations.  Management does not want to take any action, which would reduce, self-reporting of incidents.

b. Benefits - Greater employee involvement in security would likely lead to increase incident reporting in early years of ISSM implementation. Prompt reporting and closure could lead to timely corrective actions and problem prevention through sharing of the lessons learned. 

1.4      Behavioral Indicators

a. Description - These are indicators which determine the extent to which the workers feel responsible and accountable for working more securely.  Since changing a culture takes time, it is difficult to accurately discern when the security culture of the work force is changing to the point where workers feel personally responsible and accountable for working securely.  Conducting surveys is a difficult process and is resource intensive. Experts in conducting surveys need to be consulted before surveys are administered.

b. Benefits - The objective of ISSM is to systematically integrate safeguards and security into management and work practices so that missions are accomplished securely. Therefore, anything which demonstrates greater work force involvement in working more securely would give management valuable information.  This would indicate progress is being made toward reaching the objective. 

1.5      ISSM Performance Metrics Summary Matrix

The "ISSM Performance Metrics Summary Matrix” shown below illustrates examples of specific measures during startup and steady state.

ISSM Performance Metrics Summary Matrix

Indicator Type
Start-up
Steady State
Comments

Process Indicators

· System Description (optional)

· Line organization self-assessment (gap analysis)

-      Action Plan

· Security Basis Document (SSSP, Security Plan, CSPP)

· DOE Line Oversight Program (DOE Only)

· ISSM awareness & feedback mechanisms 
% & Complete on time

Aging 30,60,90 days

"

"

--

% & Complete on time

Aging 30,60, 90 days

% Developed & In Place

Aging 30,60,90 days

% Deployed 

Aging 30,60,90 days


--

% & Complete Annual self-assessment

Aging 30,60, 90 days

--

% & Complete on time

Aging 30,60, 90 days

% Developed & In Place

Aging 30,60,90 days

% Deployed

Aging 30,60,90 days
Shows status of ISSM overall implementation



Leading Indicators

· Action Plan Milestones (examples follow)

· Training (Mgt & Workforce)

· Walkthroughs

(Sr. & Middle Mgt)
--

Initial/Awareness Training

Number, % of Mgt achieving targeted goals
% of milestones completed on time

(e.g., mechanism development;  roles, responsibilities & expectations defined & communicated)

% of training completed for key training modules

Number, % of management achieving targeted goals
Indicates potential achievement of good behavior

Lagging Indicators

Incident Rates
Number by incident

(total and by "Impact Measurement Index")

% of incident self-reported (this will drive this behavior)

Number closed on time

Number that are 30, 60, and 90 days overdue

Number/% with lessons learned

(feedback)
Number by incident

(total and by "Impact Measurement Index")

% of incident self-reported (this will drive this behavior)

Number closed on time

Number that are 30, 60, and 90 days overdue

Number/% with lessons learned

(feedback)
Data collected to form "before and after" baseline

Could be normalized and modified to show cost, cost avoidance and return on investment

Behavioral Indicators
Worker Suggestions

Survey
Number/% Implemented

Locally devised to establish baseline for worker involvement, worker satisfaction with mechanisms to help employee work more securely and meet expectations, etc.
Number/% Implemented

Locally devised to determine extent of worker involvement, worker satisfaction with mechanisms to help employee work more securely and meet expectations, etc.
Indicator of worker involvement and management responsiveness

Need to consider security environment. Best to target to segments of the workforce. (Some employees have little involvement w/security).  Consider  using sampling techniques to evaluate progress re: ISSM implementation  

1.6
Reporting Interval and Format

Reporting metrics during implementation would typically be monthly with quarterly updates once the ISSM matures.  LPSOs could mandate specific metrics to promote a similar analytical approach; but due to many variables between sites and operations, they should not be used for comparative purposes.   Progress on some metrics, particularly process indicators, could use a "stoplight" (red, yellow and green) format with specific definitions assigned to the use of each color to reflect progress.

2/6/02

Page 4 of 4

