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HOW INTEGRATED SAFEGUARDS & SECURITY MANAGEMENT (ISSM) IS IMPLEMENTED 
ISSM includes implementing five core functions:  (1) plan work, (2) evaluate risks, (3) implement controls, (4) perform work, and (5) improve process.  If you and your organization are performing these steps in a continuous cycle as part of the performance of your mission work—You Are Implementing ISSM.
Plan Work:  You implement Core Function 1 during your initial project planning by:

· Including Security and operational personnel in the planning process.

· Identifying specific Security assets that need to be protected (information, materials) for the life cycle of the project or facility.

· Identifying Security requirements and roles and responsibilities, to include applicable training.

· Ensuring Resources are in place to effectively address the security requirements.

· Identifying, prioritizing, and performing actions that need to take place to protect assets.

Evaluate Risk:  You implement Core Function 2 to identify, assess, and mitigate security risks by:
· Analyzing the Risk to the assets you are protecting.  Include Security personnel, Security Coordinators (Division, Center), Computer Security Representatives, etc., when determining need for and review of:

· Work processes;

· Engineering and administrative controls;

· Experience and availability of personnel;

· Lessons learned from similar activities both inside and outside the organization;

· Reviewing prior problems to ensure they have been corrected.

· Determining what Security metrics are needed.

Implement Controls:  You implement Core Function 3 based on identified security risks by:
· Putting in place the necessary controls to protect assets.  These would include:

· Security plans and procedures (written, reviewed, and approved);

· Security training for personnel (up to date and applicable);
· Make sure that required training is added to TEDs;

· Ensuring that individuals have practical experience in following these procedures as it applies to their duties; 

· Evaluations of work locations where assets are used and stored (conducted by management, personnel, and as appropriate, by Security Coordinators (Division, Center) Computer Security Representatives, and/or Security personnel).

· Defining what records are needed, how they will be maintained, and how long they need to be kept.

Perform Work:  You implement Core Function 4 during the performance of work by:
· Verifying readiness - make sure that Security controls are in place. 

· Checking that controls are effective (e.g., walking down procedures, testing systems, asking people if they have questions and/or concerns about the ability to implement the controls.).

· Performing work securely and safely.

· Making sure people know whom to contact if they need help or if something goes wrong.

Improve Process:  You implement Core Function 5 through feedback and improvement by:
· Periodically reviewing the effectiveness of Security controls and making improvements to the controls (through implementation assessments, consultation with Security personnel, etc.)

· Reviewing the results of metrics and take appropriate actions

· Developing lessons learned to share practices that can help prevent or mitigate problems.
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